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IIAH-KOHCIIEKT
Ha TeMy: «Kax He cTaTh jKepTBoIl KiOepIpecTyTHUKOB. IIpaBua 6€30MacHOCTH
JUIA JoJieil TOXKIIIOTo BO3pacTa»

KroueBble paKTOphI, BIHSIONINE HA THHAMHKY KHOEPIIPeCTYITHOCTH.

CTpeMHTenbHOE  pa3BHUTHE IMOPOBBIX  TEXHONOTHIL, Iepexony K
Ge3HaIMYHBIM pacdeTaM 3a IPHOOpeTeHHe TOBAapOB M YCIYyT, pa3MeIlleHHe B CeTH
JIHTepHeT IIepcOHANBHBIX JAHHBIX IIONB30BaTeNleil, CTamH  CIIEJCTBHEM
€KErOJHOTr0 yBEINYEHHA KOIMIeCTBa PETHCTPHPYEMBIX KHOEPIIPECTYILISHH .

IIpoBeNeHHBII aHATH3 CBHJIETEIBCTBYET O TOM, YTO abCONIOTHOE
GONBIMMHCTBO JAaHHBIX IPECTYIUICHHH COBEPIIEHO B OTHOIICHHH (H3MYECKHX
JIHII, @ OCHOBHBIM CIIOCOOOM COBEPINECHIS SABJLIETCS XUIEHHE ICHEKHBIX CPEICTB
myTeM MOIHGMHKAHH KOMIBIOTEPHOH MH(pOPMAIMH, XapaKTepH3YIOIHecs
TpeobIafaHIeM MOIIEHHIYECKUX JeiicTBHII B ceTn ITHTEpHET ¢ HCIIOIB30BaHIEM
METOJIOB COIHANbHOH HH)XXEHEpHH (BHIIHHT), B TOM 4YHCIIE C HCIOIb30BaHHEM
Pa3IYHBIX TOPTOBHIX INIONIANOK, B IIENIAX 3aBIajleHHs PEKBU3HTAMU OaHKOBCKUX
IUIAaTeXHBIX KapT MM JOCTyIa K CHCTeMaM JHCTaHIHOHHOro GaHKOBCKOTO
obcykuBaHus (GUIMHT).

B cnoxmupmreiics curyamud Hambojee OCTpoil ImpoGieMoil sBisIeTcs
GecriedHoe  OTHOLIGHHE TIPaXJaH K  COONIONEHHIO  0a30BBIX  IIpaBIUIA
uHbopManoHHoii 6e3omacHocTH. HeoOXOAMMO IIOHHMATh, YTO GE30IaCHOCTH B
HHTepHeTe He MMeeT BO3PACTHBIX OIPaHHYEHHII, MOITOMY KaXIBIi MOXKET
3aIUTHTL ce0sl OT KHOep-IPeCTyIIHIKOB, He OyAydH SKCIEPTOM B 5THX BOIIPOCAX.
Bce, u9ro HeoOxommMo i obecmedeHHs cBoell 6e30IacHOCTH - 3TO
PYKOBOZICTBOBATHCS CIIEAYIOIMMH IPABIIIAMH:

1. He noBepsiiTe M03BOHHBIINM BaM He3HAKOMBIM JIHIAM.

KubepMoIIeHHUKH MOTYT BBIJaBaTh ce0s 3a KOIO YrogHO, HAaIpuMep 3a
TpeJCTaBUTEN CIYXOBl Oe3omacHOCTH ©OaHKa MIM COTPYJHHKA OPraHOB
BHYTpeHHHX gell. Kak IpaBmio, IpeoroM i 3BOHKA SABILETCA OOHAapy)XKEHHe
(aKkTOB HECAHKIIMOHHPOBAHHEIX JEHEXKHBIX IIEPEBOJIOB ¢ GAHKOBCKOIO cUeTa 3a
pybex, KOTOphIX Ha caMoM Jene He Oburo. Kpome Toro, 4acTo HCIOIB3yeTcs
MOIICHHHYeCKas CXeMa «olepaTHBHas Hrpa». B xone TenmedonHoil Gecemsl B
HONYISIPHBIX ~MECCEHDKepaX »JKepTBe Ipejlaraercsi IPUHATh YydacTHe B
OIepaTHBHOH HIPe IO H300IMYECHHIO HEeOIAarOHafeKHOTO COTpYAHHKAa OaHKa
myTeM oOpMICHHS KpeauTa, KOTOPHIil 3auHCIIIeTcs Ha GaHKOBCKHII cueT. Ilpu
5TOM MOTYT HCIIOJB30BaThCA IOANEIbHBIE CIY)XEOHBIE  YIOCTOBEPEHHT
COTPYAHHKOB OPTaHOB BHYTPEHHHX Jell. IIpHBe/leHHBIC BBIIIE MOIICHHHYECKHE
CXEMBl HAIPaBICHHl He HHAa4Ye KaK HAa XHINCHHE JEHEXHBIX CpPEeJCTB O]
GIIarOBHUAHBIM IIPEITIOTOM.
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Kak Bbr MoxxeTe y3HatTh, 9To Bac mbrtarorcst 00ManyTh? CaMblil IpocToit
CII0CO6 - 3TO IepecTaTh OOIIAThCA ¢ He3HAKOMIIEM H IIEPe3BOHUTEH B CBOI GaHK
HIIH B TepPUTOPHAIIBHBIH OpraH BHYTPEHHHX Aell. [ 5TOro J0CTaTOYHO HabpaTh
HOMep TelnedOHAa KPYITOCYTOYHOH CIyXOBl IIOJNEpKKH KIHEHTOB OaHKa,
yKa3aHHBIH Ha Bamieii 6aHKOBCKOI ITaTexHOi KapTe mian HoMep 102, u B Xoze
TeIe(pOHHOTO Pa3roBOPa MPOSCHUTH BOBHUKIIYIO CHTYAI[HIO.

3allOMHHTE, YTO HH IIPH KaKHX OOCTOATENBCTBAX HeNb3s COOOMIATh
(IlepesiaBaTh) PEKBU3HTHI OAHKOBCKHX IUIATeXXHBIX KapT (HOMep KapThl, CPOK
JeifcTBHSA, JaHHBIE JepiKaTelld, TPeX3Ha4HbIH KOJ Ha 0OpaTHOH CTOpOHE KapThl),
ux Qororpadun, «IOTHH» H «Iapoib» JOCTyIa K CHCTEME IHCTaHIHOHHOTO
6GaHKOBCKOro oOcmykuBaHHSA «IIHTepHET-0aHKHHI» H KOIBI JOCTyHa K HeMy B
Buge SMS-coobmieHnii, MmocTymaomux u3 OaHka. YKasaHHas wHHQOpMamus
ABIIETCS ~ KOHQHIEHIHATbHOH M He IONISKHT  pasTallleHuIo  Jaxe
IpeICTaBUTEIAM OaHKa H COTPYIHHKAM IPAaBOOXPAHHTEIBHEIX OPTaHOB.

2. Be3onacHo nmocemaiite caiiTel B ceTn HHTepHeT.

Ecm  Bel  ucnone3yere  CHCTEMy — JHCTaHIIIOHHOIO — GaHKOBCKOTO
obcmyxuBanus «/HTepHeT-6aHKHHT» IS PacueToB 3a KOMMYHAaJlbHBIE YCIYTH,
JEHEXHBIX IIePEBOJIOB, MPOBEPKH (paKTa 3adMCIICHHS Ha CYeT 3apabOTHOI ILIATHI
(meHcuii, moco6uif 1 T.I.), BaM HEoOGXOIMMO yOCTOBEPHUTHCS B MOAIMHHOCTH
Be0-CCBUIKH, IIpeJHA3HAYCHHO I aBTOPH3alluN Ha HHTePHeT-cajite GaHKa.

Jleno B TOM, 9YTO KHOEPMONIGHHHKHM BpPEMEHHO pa3MeINaloT B CETH
Hureprer BeG-CCHUIKH, KOTOPLIE BeAyT Ha IOAEIbHbIE ((QHINIHIOBEIe) BeOcaiiThL,
BHEIIIHE He OTIIHYAOIIIEC] OT OPHIHHAIBHBIX.

= Google [ ]
BenB3b MHTEPHET GaHKMHT U
Bce Kaprweku  Hosoctw  Kaprs  Bume Ipumep «(hULIMHIOBOHY» CCHUIKH Ha
MHTEPHET-6aHKMHT, OGHAPYKEHHOH B
uHTepHeT-6ank 6enB36 - Bxon 8 6payzepe «Google».
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usmdeckmx o

ViTepHeT-Bark

B ciydae mepexojia Ha NOAJENBHEIN Beb-caiit, Bam OymeT mpeoskeHO
BBECTH «IOTHH» U «Iapoib» I aBTopusanuu. Ecam Ber sto chemaere, To
KHOEpIPECTYIHUKH IOJMydaT JOCTynl K BamieMy HHTepHeT-OaHKHHTY, a
HaxOfAIecs Ha GaHKOBCKOM CUeTy JCHEXKHBIC CPEACTBA OYAyT IOXHIICHBL
Taxxe BaM He ciiefyeT IEepeXOAMTh IO CCBUIKAM, KOTOpble BEI HOIywim ot
HEHM3BECTHBIX JTIOZeil B CONMANBHBIX CeTAX WIN MecceHKepax. C 6ompIoii nomeit
BEPOSTHOCTH, JaHHBIC CCBUIKHU SBILIFOTCS «(DHUIIHHTOBBIMID).

Jlnst  Ge30macHOTO  COBEpINEHMS OHNAMH IUTaTeXed pPeKOMEHIyeTcs
HCIIONb30BaTh  CICHHANbHBIE INPIIOXKEHHS I MOOHIBHBIX  yCTpOiicTB
«MoOWIBHBI GaHKHHI», KOTOPBIe MOCTYIHBI A cKagmBaHus B Google Play
Market (7t Android) unu App Store (st 108S).

3. MckI104HTEe BO3MOKHOCTH KOMIPOMETAIMH PEKBH3HTOB OaHKOBCKHX
IUIATERHBIX KapT.

Ha moBepxHOCTH GaHKOBCKOI ITaTeXHOIT KapThl HaHeceHa HHGOpMAI O
HOMepe OaHKOBCKOIO cdYeTa, €ro BIaJelblle, CpPOKe [elCTBUSA KapThl,
Tpex3Haunbii kox (CVV-koj). DTHUX AaHHBIX [JOCTAaTOYHO, YTOOBI IIPOHM3BOIUTH
IUTaTeX!U 3a TOBaphl U YCIyrH B ceTu VIHTepHeT. YTeps GaHKOBCKOM ILIATEKHOIL
KapThl WIM ee BpeMEHHOC HaxOXAeHHe, Oaxe C Bamrero cormacus, B
PacIOpsDKCHUH ITTOCTOPOHHHX JIHI[ CO3MAI0T YCIOBHSA I KOMIIPOMETalluH ee
PCKBU3HUTOB.

Hnorma OblBaeT Tak, 49TO0 OAHKOBCKYIO IUIATEXHYI KapTy XpaHAT B
KOIIeTIbKE BMECTE C ITHH-KOJOM, 3aIlIMCaHHBIM Ha e¢ IIOBEPXHOCTH WM Ha JIHCTKE
Oymarn. B ciaygae yTpathl KoLIelbKa B pe3yjbTaTe YTEPH IIM KPaKH, JIILO HM
3aBIIajieBIlee [I0Ty9aeT BO3MOXKHOCTH IIOJTHOTO JJOCTyIa K Bammemy GaHKOBCKOMY
cUeTy.

3allOMHNTEe, YTO HAHECEHHas Ha IIOBEPXHOCTh OaHKOBCKOI IIIAaTEXHOM
KapTsl HHOpMALHs SIBIIeTCS KOH(GHICHINATBHOI 1 He MOUISKHUT PasIIalIeHHIO
moctopoHHHMM JuiaMm. He XxpaHure Bamry O0aHKOBCKYIO IUIATeXKHYIO KapTy
COBMECTHO C IIMH-KOJIOM.

VIIK KM YB]I MHHCKOT'0O OOIHCIIOIKOMA




